
Table of Violations for Inspected China-Made Apps 
 

                       Apps 

 

Patterns of Violation  

rednote Weibo TikTok WeChat 
Baidu 

Cloud 

Collection of 

Individual Data  

1. Collection of 

location data 
     

2. Collection of 

contact list 
     

3. Collection of 

clipboard data 
     

4. Collection of 

screenshots 
     

5. Access to 

device storage 
     

Excess of Usage 

Permission  

6. Excessive 

collection of 

personal data 

   

  

7. Permission 

abuse 
     

8. Mandatory 

agreement to 

unreasonable 

privacy terms 

     

9. Inadequate 

protection of 

personal data 

rights 

     

Data 

Transmission 

and Sharing 

10. Uploading 

non-essential 

personal data 

when idle 

     

11. Direct sharing 

of personal data to 

third-party SDKs 

     

12. Data packets 

routed to servers 

in China 

     

Extraction of 

System 

Information  

13. Collection of 

program list 
     

14. Collection of 

device parameters 
     

Access to 

Biometric Data  

15. Collection of 

facial recognition 

data 

     

Total Violations 15 13 13 10 9 

Source: Compiled by NSB 


